» Stealing Identities
bé' “Phishing” and
poofing” — Be
Aware o Internet
Traps and Tricks

P DATATrue develops
interface for K Soft and
RTO Pro customers.

»Providing Great
Customer Service
often begins with
starting a customer
conversation
successfully.

ADDRESSING THE NEEDS OF THE SMALL BALANCE LOAN, RENT-TO-
OWN AND LENDING INDUSTRIES, NATION WIDE.
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Phishing & Spoofing — Internet Crooks Using New Tricks

Recently the FEL FTC and Eaxﬂd.inkjoikﬂly
1ssued a wanung on how the ziowang ranks of
irtemet crooks areus mg rew tricks called
“Phishing” and ‘S poofing” to steal comsumer’s
idertity. AnFEI official said “Bogus e-mails that
try to trick customers mto giving oat personal
information are the hottest, and most koubling,
rewr scam om the Internet.

The FEI's Intemet Frand Complaint Center
(IFCC) has seen a s teady increas e in complairnts
that o bre some form ofurnsolicited e-mail
directing conmumers to a phony “Customer
Service™ type of web site.

"Spoofing,” cr "phushing,” fraids attenpt to make
Interret users believe that they are receiving e
mail from aspeafic, tnsted soarce, or that they
are securely commected to a tasted web site, when
that is not the case. S poofing 1s gererallyused as
ameans to convince individuals to provide
personal or financial infoomation that enables the
perpetrators toconmat credit cardbank fand co
other fooms of 1denhity theft.

In "E-mail spoofing” the header of an e-mail
appear to have oniginated from somecre cr
somearhere other than the actual sonxce. Spam
distributors and erininals oftenuse spoofing inan

attenpt to get recipients to open and possibly even [
wspord to their solimtations. [P Spoofing" 15 a
teclruque used to zanunathomzad access to
conputers, whereh v the minader sends a message
to a conputerwith an IP address indicating that
the message is coning from a busted sonce.
'Link alteration” involves altering the etam
address inaweb page sent to a consumer to make
itgo to the hacker's site rather than the legibmate
site. This 15 acconphshed by adding the hacker'’s
address before the achual address inany e-mail or
page that has a equest going back to the onginal
site. I an indrvidual unsuspectingly weceives a
spoofed e-mail requesting linvher to "click here
toupdate" their acconnt information, and then ae
wdirected to asite that boks exactly like their
Irterret S ervice Provider, or a comumercial site
like EBay or PayPal there is anincwasing chance
that the individual will follow thrasghin
subnuthing their persomal andior credit
irfoamation

“Businesses that serve commumes contirme tobe
victing of identity theft” “Customersusing
DATATme frontend venfication services and
Alert] Ome incres e thewr charnces of detecting
frand before aloss oomus™ says Dan Jobrack,
Exec V.P. of DATATme.

DATATrue “connects” with K-Soft and RTO Pro — DATATrue is pleased to announce that it has successfully
integrated its verification program with K-Soft Corporation and RTO Pro.

-K Soft Corporation is a leader in developing custom operating applications in the Payday Loan and Check Cashing industry.

« RTO Prois a complete point of sale software program for Rent to Own (RTO) and Retail stores. RTO Pro was the first commercially
available, 32hitWindows based software package Windows 95/NT) for the Rent to Own industry,

DATATrue customers that also use K Soft or RTO Pro software can access DATATrue automatically and when they enter a customer's
information on the K Soft or RTO Pro systems. For more information, contact DATATrue at 209-951-9375.



WE ARE LOOKING OUT
For You!

Starting a Customer Conversation is a
great way to provide great customer

Whether you deal with
customers in person or on the
phone, the way you begin a
conversation or interaction will
affect how the customer treats
you.

You know what they say -- first
impressions are hard to change.
Compare the way that you begin
customer interactions with our
suggested inclusions.

An effective greeting includes:
=Appropriate non verbal
behavior.

=Eye contact posture that
indicates interest in the
customer.

service.

Appropriate tone of voice

 that includes being friendly

and calm.

Generating Rapport - When a
client approaches you, your
greeting should be short and to
the point. But sometimes, it is
more appropriate to spend a bit
of time in conversation before
getting down to business.
.....spend a minute or two asking
questions or talking on subjects
other than the reason you are
there. The purpose is to
establish a form of relationship
with the individual, or to
recognize that a relationship
already exists. Using Names —
People

like to hear their own names.
Likewise, they like to know
your name. The use of names

For more information about DATATrue™ services contact

Djobrack@datatrue.net or call
406.702.1201

helps both parties see each other
as real people, and as unique
individuals.

When possible you want to use
the person's name as early as
you can. You probably want to
give your name, if that is
appropriate.

If you provide service to
customers, your words and
behavior are the tools you use to
create a positive customer
perception of you and vour
company.

Whether you are a novice
working with customers or a
seasoned pro, what you do and
say will affect how customers
see you and your company. You
can’t help it, so you might as
well learn how to create positive
opinions.

Call DATATrue- today to save up to 40% on:

ACH & other Electronic Funds Transfer services

Visa POS

Credit and Debit Card processing

“ National Criminal Background Search

" Credit Reports (Experian — TransUnion)

¢ Credit header Social Security Number Search (Skip Tracing)

g Electronic Transfer of collection accounts to a 3™ party collection agency
. Driving records

- NSF Concentrated Returns
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Corporate Office: P.O. Box 1404, Arcadia, CA 91077
Office - 626.396.8271 Fax - 626.321.4726
www.datatrue.net sales@datatrue.net



